HW3: Using Semaphores to Protect Critical Sections

This assignment involves using semaphores to protect a global array of 256 integers. The basic idea is as follows:

· Your program will create a 1024 * 1024 array of integers with randomly generated values in the range of 0 – 255. This array is declared as random_array[1024][1024]. 

· Your program will declare an array of 256 elements declared as total_random[256] that will hold the total number of randomly generated integers of each value between 0 – 255. That is, total_random[0] will hold the total number of 0s generated, total_random[1] will hold the total number of 1s generated, and so forth. 

· You will spawn Num_threads threads, where Num_threads is a parameter to the program. The threads will each determine a sub-array of the 1024x1024 random_array for which it will responsible (call this its domain). 

· Each thread’s domain will consist of X rows where X is determined by the total number of threads available to the program. That is, the number of rows per thread will equal 1024 / num_threads. 

· Each thread will declare a local array (of size 256) defined as My_Array[256]. It will scan each element of random_array in its domain and keep track the total number of 0s in My_Array[0], total number of 1s in My_Array[1], total number of 50s in My_Array[50] and so forth.  

· Once a thread completes counting all random numbers in its domain it will add each element of the My_Array array to the corresponding element of the total_random array.  That is, total_random[0] += My_Array[0], total_random[1] += My_Array[1], etc.

Let me stop here and clarify. The program thus far would look something like this (in pseudocode). 

 int random_array[1024][1024] ; //must be outside of main to be global
 int total_random[256] ;

main()
{ 
Fill the random_array with random numbers between 0 – 255. 
Initialize total_random[] to 0s.
    Generate Num_Threads threads. 
    Each thread:
	Determines its partition (domain) of the global array.
Counts the number of randomly generated integers of each value (0 – 255) in its partition and stores this number in the corresponding elements of My_Array.
Adds the total number of 0s in My_Array[0] to total_random[0], My_Array[1] to total_array[1], ….. and My_Array[255] to total_random[255]. 
	 
prthread join() ;

Print out required information to be discussed.
}



Race Conditions

The issue is that race conditions can develop since each thread will be adding their total count of each value to the global count concurrently. Thus, multiple threads can, for example, attempt to add their total number of 0s to total_random[0] while other threads are doing the same concurrently. As we know, bad things can and do happen with such race conditions.


Semaphores

Your code will address this issue using three semaphore solutions: no semaphores (not much of a solution but illustrative nonetheless), 1 semaphore, and 256 semaphores as follows:
· 0 semaphore “solution”: Each thread will access the shared data without protecting the critical section (that being where the thread adds its My_Array element count to the corresponding global total_random array element).

· 1 semaphore solution: the critical section for each thread consists of adding each index of its local count to the corresponding index of the global total_random array. It calls wait (sem_wait in linux) before adding its values and signal (sem_post) once complete. 

· 256 semaphore solution: You create an array of 256 semaphores such that there is one semaphore protecting each index of the shared total_random array. Thus, each thread would have to wait on Sem[0] to add its count in My_Array[0] to total_random[0], Sem[1] to add My_Array[1] to total_random[1], and so forth. You are required to use an array of 256 semaphores rather than declaring 256 individual semaphores. 


PLEASE NOTE: THERE ARE SEVERAL REQUIREMENTS FOR HOW THIS PROGRAM IS WRITTEN AND HOW IT DISPLAYS ITS OUTPUT. NOT FOLLOWING THESE REQUIREMENTS WILL RESULT IN SUBSTANTIAL POINT REDUCTIONS. These are provided in the requirements document. 
